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Audience Profile

The Microsoft security operations analyst collaborates with organizational stakeholders to
secure information technology systems for the organization. Their goal is to reduce
organizational risk by rapidly remediating active attacks in the environment, advising on
improvements to threat protection practices, and referring violations of organizational policies
to appropriate stakeholders.

Responsibilities include threat management, monitoring, and response by using a variety of
security solutions across their environment. The role primarily investigates, responds to, and
hunts for threats using Microsoft Sentinel, Microsoft Defender for Cloud, Microsoft 365
Defender, and third-party security products. Since the security operations analyst consumes
the operational output of these tools, they are also a critical stakeholder in the configuration
and deployment of these technologies.

You may be eligible for ACE college credit if you pass this certification exam. See ACE college
credit for certification exams for details.



https://docs.microsoft.com/en-us/learn/certifications/college-credit
https://docs.microsoft.com/en-us/learn/certifications/college-credit
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How to use this guide

This guide is here to help you prepare and take the exam. It is designed to complement your
existing learning and to help guide you in the areas of focus for the exam. You should use this
as a framework to help fill in the blanks on information that you have.

We have developed the following content in direct alignment to the current Learning objec-
tives. These can be viewed directly, by selecting the “Download exam skills outline” from the
exam page at: https://docs.microsoft.com/en-us/learn/certifications/exams/sc-200

Skills measured

* The English language version of this exam was updated on January 28, 2022. Please download the exam skills outline below to see what
changed.

* Mitigate threats using Microsoft 365 Defender (25-30%)

* Mitigate threats using Microsoft Defender for Cloud (25-30%)

* Mitigate threats using Microsoft Sentinel (40-45%)

¥ Download exam skills outline

There are loads of exciting and interesting topics we can begin to follow on from these core
objectives, but remember for the exam we do need to stay focused and constrain ourselves to
these key topics.

In the exam

The exam itself is quite straight forward with no complicated case studies or longwinded
guestions. The majority of the questions will be “Multiple Choice” or “Choose all that apply”
type of questions. You may also come across some “Drag and Drop” questions where you
need to place answers in order. The key thing to note is that all of the questions will have the
answer in front of you.
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Remembering that all of the answers are presented to you, you need to make sure that you
answer each question. There is no loss of marks for incorrect answers, so even if you don’t
know the answer, you should attempt it.

The exam itself will have between 40 and 50 questions, depending on the pool of questions
that have been allocated. You will have 60 minutes to complete the exam. As you can see you
will need to move at a steady pace throughout. Don’t get too stuck on any question, instead
select your answer and then mark the question for “Review”. Then if you have time at the end
of the exam you can go back and review these questions.

Key Learning Objectives

Mitigate threats using Microsoft 365 Defender (25-30%)

Analyze threat data across domains and rapidly remediate threats with built-in orchestration and
automation in Microsoft 365 Defender. This learning path aligns with exam SC-200: Microsoft Se-
curity Operations Analyst.

You can access the Microsoft Learn materials online content here:
https://docs.microsoft.com/en-us/learn/paths/sc-200-mitigate-threats-
using-microsoft-365-defender/
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Detect, investigate, respond, and remediate threats to the productivity
environment by using Microsoft Defender for Office 365

Detect, investigate, respond, and remediate threats to Microsoft Teams, SharePoint, and
OneDrive

Remediation actions

Threat protection features in Microsoft Defender for Office 365 include certain remediation
actions. Such remediation actions can include:

¢ Soft delete email messages or clusters
e Block URL (time-of-click)
e Turn off external mail forwarding

e Turn off delegation

Threats and remediation actions

Microsoft Defender for Office 365 includes remediation actions to address various threats.
Automated investigations often result in one or more remediation actions to review and
approve. In some cases, an automated investigation does not result in a specific remediation
action. To further investigate and take appropriate actions, use the guidance in the following

table.
Category Threat/risk Remediation action(s)
Email Malware Soft delete email/cluster
If more than a handful of email messages
in a cluster contain malware, the cluster
Email Malicious URL Soft delete email/cluster
(A malicious URL was detected Block URL (time-of-click verification)
by Safe Links.) ) . - .
Email that contains a malicious URL is
considered to be malicious.
Email Phish Soft delete email/cluster

If more than a handful of email messages
in a cluster contain phishing attempts,
the whole cluster is considered a phishing
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Email

Email

Email

Email

User
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Zapped phish
(Email messages were
delivered and
then zapped.)

Missed phish
email reported by a user

Volume anomaly
(Recent email quantities
exceed the previous 7-10
days for matching crite-
ria.)

No threats found

(The system did not find
any threats based on
files, URLs, or analysis of
email cluster verdicts.)

A user clicked a mali-
cious URL

(A user navigated to a
page that was later
found to be malicious, or
a user bypassed a Safe
Links warning page to
get to a malicious page.)

Soft delete email/cluster

Reports are available to view zapped messag-
es.

Automated investigation triggered by the user's
report

Automated investigation does not result in a
specific pending action.

Volume anomaly is not a clear threat, but is
merely an indication of larger email volumes in
recent days compared to the last 7-10 days.

Although a high volume of email can indicate
potential issues, confirmation is needed in
terms of either malicious verdicts or a manual
review of email messages/clusters.

Automated investigation does not result in a
specific pending action.

Threats found and zapped after an investiga-
tion is complete are not reflected in an investi-
gation's numerical findings, but such threats
are viewable in Threat Explorer.

Automated investigation does not result in a
specific pending action.

Block URL (time-of-click)
Use Threat Explorer to view data about URLs
and click verdicts.

If your organization is using Microsoft Defender
for Endpoint, consider investigating the user to

Microsoft Security Operations Analyst — Skills Measured
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User A user is sending mal- Automated investigation does not result in a
ware/phish specific pending action.

The user might be reporting malware/phish,
or someone could be spoofing the user as
part of an attack. Use Threat Explorer to view
and handle email contain-

ing malware or phish.

User Email forwarding Remove forwarding rule
(Mailbox forwarding rules
are configured, chch Use mail flow insights, including
could be used for data the Autofowarded messages report, to view
exfiltration.) more specific details about forwarded email.

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/air-

remediation-actions?view=0365-worldwide

Safe Attachments in Microsoft Defender for Office 365

Safe Attachments in Microsoft Defender for Office 365 provides an additional layer of protec-
tion for email attachments that have already been scanned by anti-malware protection in Ex-
change Online Protection (EOP). Specifically, Safe Attachments uses a virtual environment to
check attachments in email messages before they're delivered to recipients (a process known
as detonation).

Safe Attachments protection for email messages is controlled by Safe Attachments policies.
Although there's no default Safe Attachments policy, the Built-in protection preset security
policy provides Safe Attachments protection to all recipients (users who aren't defined in cus-
tom Safe Attachments policies). For more information, see Preset security policies in EOP and
Microsoft Defender for Office 365. You can also create Safe Attachments policies that apply to
specific users, group, or domains. For instructions, see Set up Safe Attachments policies in Mi-
crosoft Defender for Office 365.

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/safe-
attachments?view=0365-worldwide
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Detect, investigate, respond, remediate threats to email by using Defender for
Office 365

Microsoft Defender for Office 365 includes powerful automated investigation and response
(AIR) capabilities that can save your security operations team time and effort. As alerts are
triggered, it's up to your security operations team to review, prioritize, and respond to those
alerts. Keeping up with the volume of incoming alerts can be overwhelming. Automating some
of those tasks can help.

AIR enables your security operations team to operate more efficiently and effectively. AIR
capabilities include automated investigation processes in response to well-known threats that
exist today. Appropriate remediation actions await approval, enabling your security operations
team to respond effectively to detected threats. With AIR, your security operations team can
focus on higher-priority tasks without losing sight of important alerts that are triggered.

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-air?
view=0365-worldwide

Manage data loss prevention policy alerts

Data loss prevention (DLP) policies can take protective actions to prevent unintentional
sharing of sensitive items. When an action is taken on a sensitive item, you can be notified by
configuring alerts for DLP. This article shows you how to define rich alert policies that are
linked to your data loss prevention (DLP) policies. You'll see how to use the DLP alert
management dashboard in the Microsoft 365 compliance center to view alerts, events, and
associated metadata for DLP policy violations.

Licensing for alert configuration options

Single-event alert configuration: Organizations that have an E1, F1, or G1 subscription or an
E3 or G3 subscription can create alert policies only where an alert is triggered every time an
activity occurs.
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Aggregated alert configuration: To configure aggregate alert policies based on a threshold,
you must one of these licensing configurations:

e An E5 or G5 subscription

e AnEl, F1, or G1 subscription or an E3 or G3 subscription that includes one of the following
features:

e Office 365 Advanced Threat Protection Plan 2

e Microsoft 365 E5 Compliance

e Microsoft 365 eDiscovery and Audit add-on license

Roles
If you want to view the DLP alert management dashboard or to edit the alert configuration
options in a DLP policy, you must be a member of one of these role groups:

Compliance Administrator
Compliance Data Administrator
Security Administrator

Security Operator

Security Reader

https://docs.microsoft.com/en-us/microsoft-365/compliance/dIp-alerts-dashboard-
get-started?view=0365-worldwide?WT.mc id=ES-MVP-4039827

Assess and recommend sensitivity labels

Sensitivity labels from the Microsoft Information Protection solution let you classify and
protect your organization's data, while making sure that user productivity and their ability to
collaborate isn't hindered.

When you're ready to start protecting your organization's data by using sensitivity labels:

1. Create the labels. Create and name your sensitivity labels according to your organization's
classification taxonomy for different sensitivity levels of content. Use common names or terms
that make sense to your users. If you don't already have an established taxonomy, consider
starting with label names such as Personal, Public, General, Confidential, and Highly
Confidential. You can then use sublabels to group similar labels by category. When you create
a label, use the tooltip text to help users select the appropriate label.

For more extensive guidance for defining a classification taxonomy, download the white

paper,
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2. Define what each label can do. Configure the protection settings you want associated with
each label. For example, you might want lower sensitivity content (such as a "General" label)
to have just a header or footer applied, while higher sensitivity content (such as a
"Confidential" label) should have a watermark and encryption.

3. Publish the labels. After your sensitivity labels are configured, publish them by using a label
policy. Decide which users and groups should have the labels and what policy settings to use.
A single label is reusable—you define it once, and then you can include it in several label
policies assigned to different users. So for example, you could pilot your sensitivity labels by
assigning a label policy to just a few users. Then when you're ready to roll out the labels across
your organization, you can create a new label policy for your labels and this time, specify all
users.

The basic flow for deploying and applying sensitivity labels:

¢ Creates a sensitivity label

e Publishes the sensitivity label to users and groups
selected in a label policy

e Works on an email or document and sees the available labels
e Classifies the document by applying a label

e Enforces protection settings on the email or document based
on the applied label

Office or

third-party
app/service

https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-with-sensitivity-

labels?view=0365-worldwide

Assess and recommend insider risk policies

Insider risk management is a compliance solution in Microsoft 365 that helps minimize internal
risks by enabling you to detect, investigate, and act on malicious and inadvertent activities in
your organization. Insider risk policies allow you to define the types of risks to identify and
detect in your organization, including acting on cases and escalating cases to Microsoft
Advanced eDiscovery if needed. Risk analysts in your organization can quickly take appropriate
actions to make sure users are compliant with your organization's compliance standards.
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Understand requirements and dependencies

Policy template requirements: Depending on the policy template you choose, there are re-
guirements that you need to understand and plan for prior to configuring insider risk manage-
ment in your organization:

¢ When using the Data theft by departing users template, you must configure a Microsoft
365 HR connector to periodically import resignation and termination date information for
users in your organization. See the Import data with the HR connector article for step-by-
step guidance to configure the Microsoft 365 HR connector for your organization.

¢ When using Data leaks templates, you must configure at least one Data Loss Prevention
(DLP) policy to define sensitive information in your organization and to receive insider risk
alerts for High Severity DLP policy alerts. See the Create, test, and tune a DLP policy article
for step-by-step guidance to configure DLP policies for your organization.

e When using Security policy violation templates, you must enable Microsoft Defender for
Endpoint for insider risk management integration in the Defender Security Center to
import security violation alerts. For step-by-step guidance to enable Defender for Endpoint
integration with insider risk management, see Configure advanced features in Microsoft
Defender for Endpoint.

¢ When using Disgruntled user templates, you must configure a Microsoft 365 HR connector
to periodically import performance or demotion status information for users in your
organization. See the Import data with the HR connector article for step-by-step guidance

https://docs.microsoft.com/en-us/microsoft-365/compliance

/insider-risk-management-plan?view=0365-worldwide
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Detect, investigate, respond, and remediate endpoint threats by using
Microsoft Defender for Endpoint

Manage data retention, alert notification, and advanced features

During the onboarding process, a wizard takes you through the data storage and retention
settings of Defender for Endpoint.

After completing the onboarding, you can verify your selection in the data retention settings
page.

Verify data storage location

During the Set up phase, you would have selected the location to store your data.

You can verify the data location by navigating to Settings > Endpoints > Data

retention (under General).

Update data retention settings

You can update the data retention settings. By default, the retention period is 180 days.
1. Inthe navigation pane, select Settings > Endpoints > Data retention (under General).
2. Select the data retention duration from the drop-down list.

3. Click Save preferences.

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/data-retention-
settings?view=0365-worldwide

Configure alert notifications in Microsoft Defender for Endpoint

You can configure Defender for Endpoint to send email notifications to specified recipients for
new alerts. This feature enables you to identify a group of individuals who will immediately be
informed and can act on alerts based on their severity.

You can set the alert severity levels that trigger notifications. You can also add or remove
recipients of the email notification. New recipients get notified about alerts triggered after
they're added.
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If you're using role-based access control (RBAC), recipients will only receive notifications based
on the device groups that were configured in the notification rule. Users with the proper
permission can only create, edit, or delete notifications that are limited to their device group
management scope. Only users assigned to the Global administrator role can manage
notification rules that are configured for all device groups.

The email notification includes basic information about the alert and a link to the portal where
you can do further investigation.

Create rules for alert notifications

1. In the navigation pane, select Settings > Endpoints > General > Email notifications.
2. Click Add item.
3. Specify the General information:

¢ Rule name - Specify a name for the notification rule.

¢ Include organization name - Specify the customer name that appears on the email no-
tification.

¢ Include tenant-specific portal link - Adds a link with the tenant ID to allow access to a
specific tenant.

¢ Include device information - Includes the device name in the email alert body.

¢ Devices - Choose whether to notify recipients for alerts on all devices (Global adminis-
trator role only) or on selected device groups.

o Alert severity - Choose the alert severity level.
Click Next.

5. Enter the recipient's email address then click Add recipient. You can add multiple email
addresses.

6. Check that email recipients can receive the email notifications by selecting Send test
email.

7.Click Save notification rule.

Edit a notification rule

1. Select the notification rule you'd like to edit.

2. Update the General and Recipient tab information.
3. Click Save notification rule.
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Delete notification rule

1. Select the notification rule you'd like to delete.
2. Click Delete.

Troubleshoot email notifications for alerts

This section lists various issues that you may encounter when using email notifications
for alerts.

Problem: Intended recipients report they're not getting the notifications.
Solution: Make sure that the notifications aren't blocked by email filters:

Check that the Defender for Endpoint email notifications aren't sent to the Junk Email folder.
Mark them as Not junk.

1. Check that the Defender for Endpoint email notifications aren't sent to the Junk Email fold-
er. Mark them as Not junk.

2. Check that your email security product isn't blocking the email notifications from Defender
for Endpoint.

3. Check your email application rules that might be catching and moving your Defender for
Endpoint email notifications.

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/

configure-email-notifications?view=0365-worldwide

Configure advanced features in Defender for Endpoint

Depending on the Microsoft security products that you use, some advanced features might be
available for you to integrate Defender for Endpoint with.

Enable advanced features

1. Inthe navigation pane, select Settings > Endpoints > Advanced features.

2. Select the advanced feature you want to configure and toggle the setting be-

tween On and Off.

3. Click Save preferences.

Use the following advanced features to get better protected from potentially malicious files
and gain better insight during security investigations.

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/
advanced-features?view=0365-worldwide
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Configure device attack surface reduction rules

Why attack surface reduction rules are important

Your organization's attack surface includes all the places where an attacker could compromise
your organization's devices or networks. Reducing your attack surface means protecting your
organization's devices and network, which leaves attackers with fewer ways to perform
attacks. Configuring attack surface reduction rules in Microsoft Defender for Endpoint can
help!

Attack surface reduction rules target certain software behaviors, such as:

e Launching executable files and scripts that attempt to download or run files

e Running obfuscated or otherwise suspicious scripts

e Performing behaviors that apps don't usually initiate during normal day-to-day work

Such software behaviors are sometimes seen in legitimate applications. However, these
behaviors are often considered risky because they are commonly abused by attackers through
malware. Attack surface reduction rules can constrain software-based risky behaviors and help
keep your organization safe.

For more information about configuring attack surface reduction rules, see Enable attack
surface reduction rules.

Assess rule impact before deployment
You can assess how an attack surface reduction rule might affect your network by opening the

security recommendation for that rule in threat and vulnerability management.

Security recommendations Block executable files from running unless they meet a
prevalence, age, or trusted list criterion

ma

©e©e 66696
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Advanced hunting and attack surface reduction events

You can use advanced hunting to view attack surface reduction events. To streamline the
volume of incoming data, only unique processes for each hour are viewable with advanced
hunting. The time of an attack surface reduction event is the first time that event is seen
within the hour.

Attack surface reduction features across Windows versions

You can set attack surface reduction rules for devices that are running any of the following
editions and versions of Windows:

Windows 10 Pro, version 1709 or later

Windows 10 Enterprise, version 1709 or later

Windows Server, version 1803 (Semi-Annual Channel) or later
Windows Server 2019

Windows Server 2016

Windows Server 2012 R2

https://docs.microsoft.com/en-us/microsoft-365/security/
defender-endpoint/attack-surface-reduction?view=0365-worldwide

Configure attack surface reduction capabilities

To configure attack surface reduction in your environment, follow these steps:

1. Enable hardware-based isolation for Microsoft Edge.
2. Enable application control.

A. Review base policies in Windows. See Example Base Policies.

B. See the Windows Defender Application Control design guide.

C. Refer to Deploying Windows Defender Application Control (WDAC) policies.
Enable controlled folder access.
Turn on Network protection.
Enable exploit protection.
Deploy attack surface reduction rules.
Set up your network firewall.

A. Get an overview of Windows Defender Firewall with advanced security.

B. Use the Windows Defender Firewall design guide to decide how you want to design
your firewall policies.

C. Use the Windows Defender Firewall deployment guide to set up your organization's

firewall with advanced security.

Noukw

https://docs.microsoft.com/en-us/microsoft-365/security/
defender-endpoint/overview-attack-surface-reduction?view=0365-worldwide
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Configure and manage custom detections and alerts

The Security operations dashboard is where the endpoint detection and response capabilities
are surfaced. It provides a high level overview of where detections were seen and highlights
where response actions are needed.

The dashboard displays a snapshot of:

Active alerts

Devices at risk

Sensor health

Service health

Daily devices reporting

Active automated investigations
Automated investigations statistics
Users at risk

Suspicious activities

You can view the overall number of active alerts from the last 30 days in your network from
the tile. Alerts are grouped into New and In progress

Active alerts 30 days
123 W High 123
lediut .88
757 ‘ W Medium 1_ if
I Low 757
Informational 475
New In progress
1.88k
1
% Apro njected with potentially malicious code mm Medium 6/10/20, 7:38 PM
£ Suspicious access to LSASS service mE Medium 6/10/20, 5:46 PM
£ Suspicious access to LSASS service W Medium 6/10/20, 7:40 PM
£ Tampering with automated investigation modules mE . Medium 6/10/20, 6:24 PM
£ Tampering with automated investigation modules mm . Medium 6/10/20, 10:54 AM

Each group is further sub-categorized into their corresponding alert severity levels. Click the
number of alerts inside each alert ring to see a sorted view of that category's queue
(New or In progress).

https://docs.microsoft.com/en-us/microsoft-365/security/defender-

endpoint/security-operations-dashboard?view=0365-worldwide
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Respond to incidents and alerts

The Incidents queue shows a collection of incidents that were flagged from devices in your
network. It helps you sort through incidents to prioritize and create an informed cybersecurity
response decision.

By default, the queue displays incidents seen in the last 30 days, with the most recent incident
showing at the top of the list, helping you see the most recent incidents first.

On the top navigation you can:

Customize columns to add or remove columns
Modify the number of items to view per page
Select the items to show per page
Batch-select the incidents to assign

Navigate between pages

Apply filters

https://docs.microsoft.com/en-us/microsoft-365/security/
defender-endpoint/view-incidents-queue?view=0365-worldwide

The Alerts queue shows a list of alerts that were flagged from devices in your network. By
default, the queue displays alerts seen in the last 30 days in a grouped view. The most recent
alerts are shown at the top of the list helping you see the most recent alerts first.

There are several options you can choose from to customize the alerts view.

On the top navigation you can:

e Customize columns to add or remove columns

o Applyfilters

e Display the alerts for a particular duration like 1 Day, 3 Days, 1 Week, 30 Days, and 6
Months

e Export the alerts list to excel

e Manage Alerts

https://docs.microsoft.com/en-us/microsoft-365/security/
defender-endpoint/alerts-queue?view=0365-worldwide
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Manage automated investigations and remediations Assess and recommend
endpoint configurations to reduce and remediate vulnerabilities by using
Microsoft’s Threat and Vulnerability Management solution.

To configure automated investigation and remediation:
1. Turn on the features; and
2. Set up device groups.

Turn on automated investigation and remediation

1.As a global administrator or security administrator, go to the Microsoft 365 Defender
portal (https://security.microsoft.com) and sign in.

2.In the navigation pane, choose Settings.

3.In the General section, select Advanced features.

4.Turn on both Automated Investigation and Automatically resolve alerts.

Set up device groups

1. Inthe Microsoft 365 Defender portal (https://security.microsoft.com), on
the Settings page, under Permissions, select Device groups.

2. Select + Add device group.
3. Create at least one device group, as follows:
¢ Specify a name and description for the device group.
¢ In the Automation level list, select a level, such as Full - remediate threats
automatically. The automation level determines whether remediation actions are
taken automatically, or only upon approval. To learn more, see Automation levels in
automated investigation and remediation.
¢ Inthe Members section, use one or more conditions to identify and include devices.
e On the User access tab, select the Azure Active Directory groups who should have
access to the device group you're creating.
4. Select Done when you're finished setting up your device group.

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/
configure-automated-investigations-remediation?view=0365-worldwide
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Manage Microsoft Defender for Endpoint threat indicators

Indicator of compromise (loCs) matching is an essential feature in every endpoint protection
solution. This capability gives SecOps the ability to set a list of indicators for detection and for
blocking (prevention and response).

Create indicators that define the detection, prevention, and exclusion of entities. You can
define the action to be taken as well as the duration for when to apply the action as well as
the scope of the device group to apply it to.

Currently supported sources are the cloud detection engine of Defender for Endpoint, the
automated investigation and remediation engine, and the endpoint prevention engine
(Microsoft Defender Antivirus).

When creating a new indicator (loC), one or more of the following actions are available:

Allow —the loC will be allowed to run on your devices.

Audit — an alert will be triggered when the loC runs.

Warn — the loC will prompt a warning that the user can bypass

Block execution - the loC will not be allowed to run.

Block and remediate - the loC will not be allowed to run and a remediation action will be
applied to the loC.

You can create an indicator for:

e Files
e |P addresses, URLs/domains
o Certificates

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/manage-indicators?view=0365-
worldwide

Analyze Microsoft Defender for Endpoint threat analytics

With more sophisticated adversaries and new threats emerging frequently and prevalently, it's
critical to be able to quickly:

e Assess the impact of new threats
e Review your resilience against or exposure to the threats
e |dentify the actions you can take to stop or contain the threats


https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/manage-indicators?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/manage-indicators?view=o365-worldwide
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e Threat analytics is a set of reports from expert Microsoft security researchers covering the
most relevant threats, including:

e Active threat actors and their campaigns

e Popular and new attack techniques

e Critical vulnerabilities

e Common attack surfaces

e Prevalent malware

https://docs.microsoft.com/en-us/microsoft-365/security/
defender-endpoint/threat-analytics?view=0365-worldwide

Detect, investigate, respond, and remediate identity threats

Identify and remediate security risks related to sign-in risk policies
As we learned in the previous article, Identity Protection policies we have two risk policies that
we can enable in our directory.

e Sign-in risk policy
e User risk policy

Both policies work to automate the response to risk detections in your environment and allow
users to self-remediate when risk is detected.

Organizations can choose to block access when risk is detected. Blocking sometimes stops
legitimate users from doing what they need to. A better solution is to allow self-remediation
using Azure AD Multi-Factor Authentication (MFA) and self-service password reset (SSPR).

¢ When a sign-in risk policy triggers:
0 Azure AD MFA can be triggered, allowing to user to prove it is them by using one of their
registered authentication methods, resetting the sign-in risk.

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-
protection-configure-risk-policies

Identify and remediate security risks related to Conditional Access events

The Conditional Access insights and reporting workbook enables you to understand the
impact of Conditional Access policies in your organization over time. During sign-in, one or
more Conditional Access policies may apply, granting access if certain grant controls are
satisfied or denying access otherwise. Because multiple Conditional Access policies may be
evaluated during each sign-in, the insights and reporting workbook lets you examine the
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impact of an individual policy or a subset of all policies.

To configure a Conditional Access policy in report-only mode:

1. Sign into the Azure portal as a Conditional Access administrator, security administrator, or
global administrator.

Browse to Azure Active Directory > Security > Conditional Access.

Select an existing policy or create a new policy.

Under Enable policy set the toggle to Report-only mode.

Select Save

vk wnN

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-
conditional-access-insights-reporting

Identify and remediate security risks related to Azure Active Directory

The identity secure score is percentage that functions as an indicator for how aligned you are
with Microsoft's best practice recommendations for security. Each improvement action in
identity secure score is tailored to your specific configuration.

The score helps you to:

e Objectively measure your identity security posture
e Plan identity security improvements

e Review the success of your improvements

You can access the score and related information on the identity secure score dashboard. On
this dashboard, you find: Your identity secure score

e A comparison graph showing how your Identity secure score compares to other tenants in
the same industry and similar size

e Atrend graph showing how your Identity secure score has changed over time

e Alist of possible improvements

By following the improvement actions, you can:

e Improve your security posture and your score

Take advantage the features available to your organization as part of your identity
investments

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/identity-secure-score




PAGE 25 Exam SC-200 Microsoft Security Operations Analyst — Skills Measured

Identify and remediate security risks using Secure Score

Microsoft Secure Score is a measurement of an organization's security posture, with a higher
number indicating more improvement actions taken. It can be found at https://
security.microsoft.com/securescore in the Microsoft 365 Defender portal.

Following the Secure Score recommendations can protect your organization from threats.
From a centralized dashboard in the Microsoft 365 Defender portal, organizations can monitor
and work on the security of their Microsoft 365 identities, apps, and devices.

Secure Score helps organizations:
e Report on the current state of the organization's security posture.

e Improve their security posture by providing discoverability, visibility, guidance, and
control.
Compare with benchmarks and establish key performance indicators (KPls).

https://docs.microsoft.com/en-us/microsoft-365/security/defender/microsoft-secure-score?
view=0365-worldwide

Identify, investigate, and remediate security risks related to privileged identities

Privileged Identity Management (PIM) generates alerts when there is suspicious or unsafe
activity in your Azure Active Directory (Azure AD) organization. When an alert is triggered, it
shows up on the Privileged Identity Management dashboard. Select the alert to see a report
that lists the users or roles that triggered the alert.

This section lists all the security alerts for Azure AD roles, along with how to fix and how to
prevent. Severity has the following meaning:

e High: Requires immediate action because of a policy violation.
e Medium: Does not require immediate action but signals a potential policy violation.
e Low: Does not require immediate action but suggests a preferable policy change.

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/
pim-how-to-configure-security-alerts
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Configure detection alerts in Azure AD Identity Protection

Azure AD ldentity Protection sends two types of automated notification emails to help you
manage user risk and risk detections:

e Users at risk detected email

e Weekly digest email

Configure users at risk detected alerts
As an administrator, you can set:

e The user risk level that triggers the generation of this email - By default, the risk level is
set to “High” risk.

e The recipients of this email - Users in the Global administrator, Security administrator, or
Security reader roles are automatically added to this list. We attempt to send emails to the
first 20 members of each role. If a user is enrolled in PIM to elevate to one of these roles on
demand, then they will only receive emails if they are elevated at the time the email is sent.
e Optionally you can Add custom email here users defined must have the appropriate
permissions to view the linked reports in the Azure portal.

Configure the users at risk email in the Azure portal under Azure Active
Directory > Security > Identity Protection > Users at risk detected alerts.

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-
protection-configure-notifications

Identify and remediate security risks related to Active Directory Domain
Services using Microsoft Defender for Identity

Microsoft Defender for Identity security alerts explain the suspicious activities detected by
Defender for Identity sensors on your network, and the actors and computers involved in each
threat. Alert evidence lists contain direct links to the involved users and computers, to help
make your investigations easy and direct.

Defender for Identity security alerts are divided into the following categories or phases, like
the phases seen in a typical cyber-attack kill chain. Learn more about each phase, the alerts
designed to detect each attack, and how to use the alerts to help protect your network using
the following links:
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Reconnaissance phase alerts
Compromised credential phase alerts
Lateral movement phase alerts

Domain dominance phase alerts

AN

Exfiltration phase alerts

https://docs.microsoft.com/en-us/defender-for-identity/suspicious-activity-guide?view=0365-
worldwide

Detect, investigate, respond, and remediate application threats

Identify, investigate, and remediate security risks by using Microsoft Cloud
Application Security (MCAS)

Security operations teams are challenged to monitor user activity, suspicious or otherwise,
across all dimensions of the identity attack surface, using multiple security solutions that often
aren't connected. While many companies now have hunting teams to proactively identify
threats in their environments, knowing what to look for across the vast amount of data can be
a challenge. Microsoft Defender for Cloud Apps now simplifies this by taking away the need to
create complex correlation rules, and lets you look for attacks that span across your cloud and
on-premises network.

Defender for Cloud Apps uses the following to measure risk:

e Alert scoring
The alert score represents the potential impact of a specific alert on each user. Alert
scoring is based on severity, user impact, alert popularity across users, and all entities
in the organization.

e Activity scoring
The activity score determines the probability of a specific user performing a specific
activity, based on behavioral learning of the user and their peers. Activities identified
as the most abnormal receive the highest scores.

e Blast radius (Preview)
Blast radius adds an additional score factor to the investigation priority calculations,
based on multiple factors that determine the potential impact a compromised user has
on the organization.
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Phase 1: Connect to the apps you want to protect
Phase 2: Identify top risky users
Phase 3: Further investigate users

Phase 4: Protect your organization

https://docs.microsoft.com/en-us/defender-cloud-apps/tutorial-ueba

Detect suspicious user activity with UEBA

Microsoft Defender for Cloud Apps provides best-of-class detections across the attack kill
chain for compromised users, insider threats, exfiltration, ransomware, and more. Our
comprehensive solution is achieved by combining multiple detection methods, including
anomaly, behavioral analytics (UEBA), and rule-based activity detections, to provide a broad
view of how your users use apps in your environment.

So why is it important to detect suspicious behavior? The impact of a user able to alter your
cloud environment can be significant and directly impact your ability to run your business. For
instance, key corporate resources like the servers running your public website or service
you're providing to customers can be compromised.

Using data captured from several sources, Defender for Cloud Apps analyzes the data to
extract app and user activities in your organization giving your security analysts visibility into
cloud use. The collected data is correlated, standardized, and enriched with threat
intelligence, location, and many other details to provide an accurate, consistent view of
suspicious activities.

How to tune user activity detections to identify true compromises and reduce alert fatigue
resulting from handling large volumes of false positive detections:

#  Configure IP address ranges

+ Tune anomaly detection policies

«* Tune cloud discovery anomaly detection policies
* Tune rule-based detection policies

*  Configure alerts

* |nvestigate and remediate

https://docs.microsoft.com/en-us/defender-cloud-apps/tutorial-suspicious-activity
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Investigate and remediate risky OAuth apps

OAuth is an open standard for token-based authentication and authorization. OAuth enables a
user's account information to be used by third-party services, without exposing the user's
password. OAuth acts as an intermediary on behalf of the user, providing the service with an
access token that authorizes specific account information to be shared.

Our recommended approach is to investigate the apps by using the abilities and information
provided in the Defender for Cloud Apps portal to filter out apps with a low chance of being
risky, and focus on the suspicious apps.

o Detect risky OAuth apps
Detecting a risky OAuth app can be accomplished using:
Alerts: React to an alert triggered by an existing policy.
Hunting: Search for a risky app among all the available apps, without concrete suspicion of a
risk.

Investigate risky OAuth apps

o After you determine that an app is suspicious and you want to investigate it, we
recommend the following key principles for efficient investigation:

e The more common and used an app is, either by your organization or online, the more
likely it is to be safe.

¢ An app should require only permissions that are related to the app's purpose. If that's not
the case, the app might be risky.

e Apps that require high privileges or admin consent are more likely to be risky.
Remediate risky OAuth apps

How to remediate suspicious OAuth apps

After you determine that an OAuth app is risky, Defender for Cloud Apps provides the
following remediation options:

e Manual remediation: You can easily ban revoke an app from the OAuth apps page

e Automatic remediation: You can create a policy that automatically revokes an app or
revokes a specific user from an app.

https://docs.microsoft.com/en-us/defender-cloud-apps/investigate-risky-oauth
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Configure MCAS to generate alerts and reports to detect threats

Alerts are the entry points to understanding your cloud environment more deeply. You might
want to create new policies based on what you find. For example, you might see an
administrator signing in from Greenland, and no one in your organization ever signed in from
Gree